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COLLECTING

A. GENERAL CONSIDERATIONS

CHAPTER 2

PERSONAL INFORMATION

1. Collect directly from the individual. Collect to the greatest extent
practicable personal information directly from the individual to whom it per-
tains if the information may be used in making any determination about the rights,
privileges, or benefits of the individual under any federal program (see also
subsection A.3. of this Chapter).

2. Collecting Social Security Numbers (SSNS)

a. It is unlawful for any federal, state, or local governmental agency
to deny an individual any right, benefit , or privilege provided by law because
the individual refuses to provide his or her SSN. However, if a federal statute
requires that the SSN be furnished or if the SSN is required to verify the
identity of the individual in a system of records that was established and in
use before January 1, 1975, and the SSN was required as an identifier by a
statute or regulation adopted before that date, this restriction does not
apply.

b. When an individual is requested to provide his or her SSN, he or
she must be told:

(1) The uses that will be made of the SSN;

(2) The statute, regulation, or rule authorizing the solicitation
of the SSN; and

(3) Whether providing the SSN is voluntary or mandatory.

c. Include in any systems notice for any system of records that con-
tains SSNS a statement indicating the authority for maintaining the SSN and the
sources of the SSNS in the system. If the SSN is obtained directly from the
individual indicate whether this is voluntary or mandatory.

d. E.O. 9397 (reference (g)) authorizes solicitation and use of SSNS
as numerical identifier for individuals in most federal records systems. How-
ever, reference (g) does not provide mandatory authority for soliciting SSNS.

e. Upon entrance into military service or civilian employment with the
Department of Defense, individuals are asked to provide their SSNS. The SSN
becomes the service or employment number for the individual and is used to
establish personnel, financial, medical, and other official records. Provide
the notification in paragraph .A.2.b. of this Chapter to the individual when
originally soliciting his or her SSN. After an individual ,has provided his or
her SSN for the purpose of establishing a record, the notification in paragraph
A.2.b. is not required if the individual is only requested to furnish or verify
the SSNS “for identification purposes in connection with the normal use of his or
her records. However, if the SSN is to be written down and retained for any
purpose by the requesting official, the individual must be provided the
notification required by paragraph A.2.b. of this Chapter.
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f. Consult the FPM (reference (h)) when soliciting SSNS for use in
OPM records systems.

3. Collecting personal information from third parties. It may not be
practical to collect personal information directly from the individual in all
cases. Some examples of this are:

a. Verification of information through third party sources for secu-
rity or employment suitability determinations;

b. Seeking third party opinions such as supervisory comments as to job
knowledge, duty performance, or other opinion-type evaluations;

c . When obtaining the needed information directly from the individual
is exceptionally difficult or may result in unreasonable costs; or

d. Contacting a third party at the request of the individual to fur-
nish certain information such as exact periods of employment, termination dates,
copies of records, or similar information.

4. Privacy Act Statements

a. When an individual is requested to furnish personal information
about himself or herself for inclusion in a system of records, a Privacy Act
Statement is required regardless of the medium used to collect the information
(forms, personal interviews, stylized formats, telephonic interviews, or other
methods). The Privacy Act Statement consists of the elements set forth in
paragraph A.4.b. of this Chapter. The statement enables the individual to make
an informed decision whether to provide the information requested. If the per-
sonal information solicited is not to be incorporated into a system of records,
the statement need not be given. However* personal information obtained with-
out a Privacy Act Statement shall not be incorporated into any system of
records. When soliciting SSNS for any purpose, see paragraph A.2.b. of this
Chapter.

b. The Privacy Act Statement shall include:

(1)
rizes collection

(2)
is to be used;

(3)
subsection B.6.

(4)
(see subsection

(5)

The specific federal statute or Executive Order that autho-
of the requested information (see subsection A.4. of Chapter 1).

The principal purpose or purposes for which the information

The routine uses that will be made of the information (see
of Chapter 4);

Whether providing the information is voluntary or mandatory
4.5. of this Chapter); and

The effects on the individual if he or
vide the requested information.

c. The Privacy Act Statement shall be concise,
understood -

she chooses not to pro-

current, and easily
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d. The Privacy Act statement may appear as a public notice (sign or
poster), conspicuously displayed in the area where the information is collected,
such as at check-cashing facilities or identification photograph facilities.

e. The individual normally is not required to sign the Privacy Act
Statement.

f. Provide the individual a written copy of the Privacy Act Statement
upon request. This must be done regardless of the method chosento furnish the
initial advisement.

5. Mandatory as opposed to voluntary disclosures. Include in the Privacy
Act Statement specifically whether furnishing the reque~ted personal data is
mandatory or voluntary. A requirement to furnish personal data is mandatory
only when a federal statute, Executive order, regulation, or other lawful
order specifically imposes a dut~ on the individual to provide the information.-
sought, and the individual is subject to a penalty if h; or she fails to
provide the requested information. If providing the information is only
condition of or prerequisite to granting a benefit or privilege and the
individual has the option of requesting the benefit or privilege, provid:
the information is always voluntary. However, the loss or denial of the
privilege, benefit, or entitlement sought
not furnishing the requested information.

may be listed as a consequence

a

ng

of

B. FORMS

1. DoD forms

a. DoD Directive 5000.21 (reference (i)) provides guidance for pre-
paring Privacy Act Statements for use with forms (see also paragraph B.1.b.
of this Chapter).

b. When forms are used to collect personal information, the Privacy
Act Statement shall appear as follows (listed in the order of preference):

(1) In the body of the form, preferably just below the title so
that the reader will be advised of the contents of the statement before he or
she begins to complete the form;

(2) On the reverse side of the form with an appropriate annotation
under the title giving its location;

(3) On a tear-off sheet attached to the form; or

(4) As a separate supplement to the form.

2. Forms issued by non-DoD activities

a. Forms subject to the Privacy Act issued by other federal agencies
have a Privacy Act Statement attached or included. Always ensure that the
statement prepared by the originating agency is adequate for the purpose for
which the form will be used by the DoD activity- If the Privacy Act Statement
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provided is inadequate, the DoD Component concerned shall prepare a new state-
ment or a supplement to the existing statement before using the form.

b. Forms issued by agencies not subject to the Privacy Act (state,
municipal, and other local agencies) do not contain Privacy Act Statements.
Before using a form prepared by such agencies to collect personal data subject
to this Regulation, an appropriate Privacy Act Statement must be added.
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